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What is Multi-Factor Authentication 

Multi-Factor Authentication (MFA) adds an extra layer of protection to your College Microsoft 365 account by requiring a second 

step to your authentication (logon) process.  

This means if your account is compromised (for instance your password has been stolen) and your details are shared, it will be 

difficult to gain access to your college account. This protects yourself and the College's data. 

Why are we enabling it? 

We are enabling this for all College users to increase our protection from unauthorised access to our systems. This will help keep 

you and our data safe when using the College systems. 

Educational institutions, particularly FE colleges and universities have been a big target in recent months, with realistic emails being 

sent to staff and students trying to “phish” for your username and password by inviting you to click on a link.  

If your username and password are compromised (or stolen) a threat actor/hacker can get access to your account, and any of the 

data and systems you are given access to as part of your job, or any course you are studying. Without MFA, the username and 

password can be used without any additional notification to yourself. 

We frequently receive reports of staff and student account login attempts from locations all over the world, even when the account 

holder is on site within the College. 

With the additional level of verification provided by MFA we can reduce the impact of stolen usernames and passwords.  

How will it work? 
The first thing to do is to follow these instructions and set up your mobile phone as your authentication device. This mobile phone 

will then be used to allow you to sign in on any other device outside the College. 

Once you have set up your mobile phone, every time you sign-in to your account on a non-College computer, you will get a request 

pop up on your mobile phone to approve this sign-in. Tapping the approve button will allow your sign-in to continue. You can 

choose to receive text message approval codes instead of a pop-up approval if you want.  

You will not be prompted for this method when using a laptop you have been issued by the College, or if you are using a device on 

campus. 

Staff MUST set up MFA at a college computer and/or connected to the college wireless. 

Students need to be in the UK. 

We highly recommend setting up the text/SMS method as well. 

You don’t have to install the app. Just using the text/SMS method is fine. 

Instructions are on page 3 

 

  

https://intranet.truro-penwith.ac.uk/?pageID=1336
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Setting up a primary authentication method. What do I need to do? 

We highly recommend installing the Microsoft Authenticator App for your first authentication option. 

We do not recommend use of the ‘Office phone’ option 

Starting on your College desktop computer… 

• Go to https://aka.ms/mfasetup/ And sign-in with your College email address. You will be prompted for more information.  

• Follow the instructions for Microsoft Authenticator. You should end up with your computer dispalying a QR code, and your 

mobile phone asking to scan the code: 

The Microsoft Authenticator app is completly free of charge. Beware of similar apps requiring a subscription. 

The official Microsoft app for Android and Apple can be found at 

https://www.microsoft.com/en-us/security/mobile-authenticator-app 

 

 

 

 

 

 

 

On your mobile phone… 

• Click on the + in the top right of the app,  

• Click on ‘Work or school account’ and the Scan QR code option 

 

 

 

 

 

 

 

• Use your mobile phone to scan the QR code on your computer screen. 

Back to your College desktop computer… 

• Your computer should now ask you to try it out by sending an approval request to your mobile. Once approved on your 

mobile, you will see the Success page. You’re done setting this up! 

 

 

https://intranet.truro-penwith.ac.uk/?pageID=1336
https://aka.ms/mfasetup/
https://www.microsoft.com/en-us/security/mobile-authenticator-app
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Set up a secondary authentication method. 

We also highly recommend also setting up a mobile number against the account as well. To do this please follow the below 

instructions. This assumes you have already set up the primary method as above. 

Note: We do not recommend use of the ‘Office phone’ option 

• On a desktop computer, go to https://aka.ms/mfasetup/ 

• Click on, + Add method, under Security info 

• Select Phone 

• Select United Kingdom (+44), enter your mobile number, select Text me a code 

  

https://intranet.truro-penwith.ac.uk/?pageID=1336
https://aka.ms/mfasetup/
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Updating your authentication methods later… 

When you replace your mobile and/or mobile number. Please remember to update the information on your account. 

• From a desktop computer, go to https://myaccount.microsoft.com/ 

• Click on Security info. This will list your current authentication methods with the option to change, delete or add. 

 

 

 

 

 

 

 

Resetting MFA on your account 

If you’ve changed your phone and your account is still linked to your old device. You will need to reset MFA on your account by 

doing the following. 

 

Remember: Staff must be on a college site to set up MFA again. Students need to be in the UK. 

 

Go to the College Intranet (https://remote.truro-penwith.ac.uk) » Click on your profile photo in the top right » Click Manage my 

Account » Enter your password » Click the reset MFA button 

 

 

https://intranet.truro-penwith.ac.uk/?pageID=1336
https://myaccount.microsoft.com/
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FAQs 
Isn’t this going to slow down the logging into a college computer? 

No. When you are using a computer or device within the College, or using a remote College managed device, you will not be 

prompted to approve your log in with the app or verify with your mobile details. 

Do I have to approve every log on to my private device? 

No. For most applications that people connect to they will have the option to trust this device for 30 days and will therefore not be 

constantly prompted to MFA. However, some systems require additional security and therefore will prompt every time. 

Do I have to do it? 

Yes. Accounts are compromised every day, and we see a considerable number of sophisticated attempts get people to enter their 

credentials. Once your account details have been obtained by threat actors, your personal and College data is available to them. 

Multi-factor authentication helps to prevent access without also having access to personal device that you hold. Multi-factor 

authentication is not only recommended for businesses, but also highly recommended for all your personal accounts as well. Other 

companies such as Amazon, Apple, eBay, Google, and PayPal all recommend using MFA. 

Is there another way other than using my personal device? 

For the reasons described above, when accessing our services outside the college campus we have to put additional security 

measures in place. This is a condition of accessing College systems on private equipment and without MFA, we cannot provide 

access. Remember, this does not apply to any work devices you have been issued from the College. 

I’ve lost my mobile/changed my number what do I do? 

Please first follow the instructions under ‘Resetting MFA on your account’ on the previous page. Still having issues? Please let us 

know on the Request and Support Centre on the intranet and we can reset your account. Once reset you will be able to re-register. 

I’ve received an unexpected text message or an App notification. 

This means someone has successfully logged into your account with your password. At this stage do NOT click approve in the App, 

instead you should immediately change your college password. 

I use my private phone to check my emails, will MFA affect this? 

Most email apps provide support for MFA so users will be prompted to MFA every 30 days. We recommend using Microsoft Outlook 

on personal devices. 

Does this mean I’ve got to install Teams and/or Outlook on my mobile phone? 

No.  Your mobile phone will only be used to approve sign-ins on your other devices. The authenticator app is NOT linked to the 

College systems other than to give you a sign-in approval. 

The authenticator app is only to allow you to approve your sign-ins outside the College. Once your mobile phone is set up as your 

authentication device, you can use Teams, Outlook, or OneDrive on your laptop, home computer, or tablet. Your mobile phone will 

receive a request to approve this sign-in and saying yes to this allows your other device access to your account.  

My email app keeps on asking for authentication. How can I stop it. 

This is due to some apps not fully supporting the MFA process. We strongly recommend installing the official Microsoft Outlook 

App. Search for Outlook in the App Store or Play Store. This is a FREE app. 

Can students register MFA at home? 

Yes, students can complete the process within the UK & Ireland. They do NOT need to be on site.  

I have a Huawei mobile and the App doesn’t work. What do I do? 

Staff and students are reporting that the app doesn’t work on some Huawei mobiles. This is due to the Play Store/Apps being 

restricted on some Huawei mobiles. Use the secondary (Text/SMS) method instead. 

https://intranet.truro-penwith.ac.uk/?pageID=1336
https://intranet.truro-penwith.ac.uk/apps/supportcentre/new.php

